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City of Shenzhen

China’s Main Entry Point
of Counterfeit Electronics
Into the Global
Marketplace
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Vehicle Inspection
Point Just Outside
City of Shantou






Electronic Debris Stored
In Front and Back Yards
Seen While Driving
Through City Streets






Components Being
Washed In the River &
Laid on Bank to Dry



Drying. - .
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Pulled Components
Drying on City
Sidewalks, then

Separated by Type









0402 Case Size Capacitors
($.0025 ea from Fran. Disty)
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Pulled Components
Stored in Bags, Being
Delivered and Awaiting

Processing












Pulled Components
Sorted by Sifting






Shantou Warehouse:
Boards Stacked, Waiting
for Chip Removal
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Targeted Components Have :
Already Been Removed




Pulled Components
Prepared for
Counterfelting Process






-*.-.-

| : 2.
in.' Jl" '}f--
Eoihes L
- ”".*l: _;.-‘,, L] ‘* f— .-

r-\.'u-..__\'ﬁ 1{ !E m‘"}'rrm’m




8

b
K
¢

B %
N N Wy S

TN A o

e e




Remarked Components
Ready for Counterfeit
Packaging and
Distribution thru
Shenzhen’s Global

Market
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1997 Parts

Diﬁ':erent date code on bottom
1 | Remarked as
0/24/2008 10:05
Before permanency tests 2 OO 6 : N i n e

Years Difference

20081 0/24 10:03:24

A ATMEL

AT29C1024

0602
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10/24/2008 10:05

2008 0/24 10:00:41
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SMT

Life of a Counterfeit Component

e Created 15t week of August, 2010 In
Shantou China

e 10,000 Identical (lot/dc) parts
o All were Immediately put up for sale

e Over next 6-12 months the 10,000
ldentical (lot/dc) parts have been split up
iInto smaller groups and found new homes
around the world
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SMT

Life Span to Threaten Industry?
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Counterfeiting:
Not Just
Components



JAIcron

Technology , Inc

Counterfeit
factory box
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235 MST: 3

ML 26eC MST: 3
Level A1 TRIR AL BL IMEST
Inconsistency _
On “Factory™

Moisture Level: [2
RN 0 cieg C/60%: RH

Moisture Lawl:[i]
30 deg. C/60% RH



Spelling Errors

Fﬂﬂkﬂﬂesum:u Del 02 2005
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Dec
Date



John Doe??



OCM
“Certificates of
Compliance”

(C of C)
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Over 20 Years of Black-
Topping and Remarking



Original Date Code 8829
i“ MAX17280NG 1 2 3

WEE O S e e S e e e e s

| S KLV
MAX173CNG

9115

Remarked Date Code 9115



S>MT SLOPPY BLACK-TOPPING
Ny . N VS




~ Laser-Etch Remarking Still
Visible After Black-Topping
Has Been Removed

TOP PART MARKING
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. 10/7/2008 17:08






Part 2:

The Threat IS
Refined



Highly-Engineered Black-Top
Material Designed to Evade

Detection on Counterfeited
Plastic Encapsulated
Microcircuits (PEMS)
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New Blacktop Material
Could Only Be Removed
With an X-acto Knife
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Scanning
Electron
Microscope
(2 Systems)
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Spectrum Analysis of
the Suspect Device
Top Surface Area

Suspect




Energy Dispersive
Spectroscopy (EDX)
Test Results on New

Blacktop Material



SMT spectrum Analysis of the

Exemplar Device Top
Surface

Exemplar




SMT Spectrum Analysis of the
Suspect Device Top
Surface

Suspect




ST

Scanning Acoustic
Microscopy
(SAM)
Internal Imaging
Results



Acoustic
Microscopy

(1 System)




Exemplar
Device

Topside
Internal

Image Scan

Suspect
Device



Side by Side
Comparative
Image Analysis
Exempiar N would pass since

the bonding

layout and die

features are
identical.
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Exemplar
Device Die

ldentical Die

Suspect
Device Die




New Blacktop Threat- Recap

 Identical visual surface characteristics
 Impervious to Acetone (RTS)
 |Identical surface element makeup
 |dentical Real-Time X-Ray images

* Authentic die

« Will probably pass functionality



MT
So how bad |S the

we face?



Figure lI-7: Percent of Counterfeit Incidents
Involving In/Out of Production Parts
— Discrete Manufacturers (2005-2008)

1$:j: - == 6o 5 6%
B0% —
70% +— — —
60% +— _— —
e
45‘:: 9% 94% 95% 4% _ i
\
30% -
20%
10% -
un.lllllﬁ I [ | | |
2005 2006 2007 2008

L] In Production B Out of Production

Sowrce. US. Department of Commerce, Office of Technology Evaluaton,
C-ounferded Elecironics Survey, Novernber 2009



Perception
of the
Counterfeit
Problem



- Global Impact on Inustry

Reality of the
Counterfeit

\ Problem



EMT Cuji i .

Wk T Cair L alacking oyl ikl il e Brcend AL Irorsic 11 e s

Terms & Conditions of this Purchase Order

or any pard thereol, Seller ackuowlod ges and agrees to the follmwing
bl ¢ ‘romt ol this rehins +
1 All compiomeil |1||I|Ju|.'!.-\. sl e conlamed m the |-|'it’_|r|.:|! i Gielirer's '|:-:||.'L:3|n|_r_. ull parks ksl b ew
unused and in goed comdition. Returbished parts, programmed parts, parts with bent, tormed or ooosdred
lends, test cladts or test markings will be rejected
2} Unless otherwise ststed on this Porchase Ovder, mixed date codes contained within mdividual recls, cut tape
or tubes will not be accepted

SMT
Purchase
Order Terms

31 AR parts supplicd by Seller most meet origingl mamafsctures’ -]xn:iﬁa_'u[mlh for “fit, Torm and function™ for a
minmmam of 60 days - otherwise Seller agrees (o take parts bock and issue o full refund to 53T Corporation
I'here is no warranty time limit for product foond (o be coanter feit

4] Mo substitutions or changes allowed without prior written approval from SMT Corporation

53 SMT reserves the right to canczl this order i shipment does not conform lo the quantities, delvery method or
delivery date indicated on this Purchase Order.

) This purehase order number muost appear on all boxes, pocking slips and invoices

71 Seller agrees to ship all coported products with accurate and full valoes on all pro forma mvolces and
shipping / customs documentalion that corresponds to that which 1= indicated on the Purchase
Onder, Undorvalucd invoices will nol be :|u;.'n..'|1|n_'|.:|.

81 SMT Corporation does not sounce prodlucts from China, India or Africa for ity Defense & Acrospace
customers. Ii is therefore understoed and agreed that Seller has not sowrced the products contained in this PO
Frome China, India or Adrica nor has knowledge that their souree has obtained the products from these regions.

9y Supplier agrees that it has a componenl inspection system m place that will be osed m filling this Purchase
Onder to prevent the shipmont of counterfeil | suspect parts to SMT Corporation

10} Do not insure this shipment — SMT Corporation has its own insurance. Binder available upon request

11} I thas 1 o OO0 shipment, please provide the COD amaant by fax or e-mail =0 that payvment <im be prepared
in time.

12} Seller oranis SMT, therr castomer and rn.'\|_!|.||.1lq;rr:.' authomties nghl of access to the .-|'|'.r|r|1r_1|'|I|.: arens of all
lacilities. at any level of the supply chain. mvolved in the order and to all applicable records.

Counterfell / Suspect Paris Policy:
SMT reserves the nghi to seize and quarantine any / all suspected counerfent products it recetves from seller on this
Purchase Chder. Suespect countorlen products may be forwarded to the TP holder (Crgmal Component Mig) and |/ o
the appropriste Federal or Stage aathorities For finnl analysis, possible confiscation and |/ or destruction. If products
furnsshed by the Scller are determned 1o be counterfeil, Seller aprees to reimburse SMT Corporation the full purchase
peice paid as well as any shipping or 3™ party lesting 2

Conditions

harges imcurred by SMT Corposation.

u SMT Corporation defines Counterleit | Susped electronic parts es:
»  Substitutes or unputhorized copies of 8 product
- » A product as defined by the monufacturers” part number sdentibication, date code and manufacturers” wlentification

{hopo, trademark ) in which the materiak wsed or the performance of the product has chanped without notice by
someone other than the original mamfscturer of the prodoct.
A substandard component misrepresented by the supplier,

»  Products that have been re-lopped I'1'|n|.li.'l:1'li311‘]1-\_'l."| remarked or otherwise fraudubenily altered amd  or
miisreprcactited by a 3 party.

TE YOU ARE NOT CONFIDENT THAT YOUR PRODUCTS ARE AUTHENTIC — D]} MNOYT SHIF
THEM TO SMT CORPORATION!

Primted versions of this dociment are for reference purposes enly. Refer back to the Master F14a2-i

List of Controifed Documsents (F423-07) to assure the ise of the lnvest revision docamens. = ll‘:l‘-\ :.




Part 3:

Counterfeilt Threat
Mitigation at SMT



SMT

SMT Overview

Established in 1995.
Independent Stocking Distributor
Woman Owned Small Business

Over 120,000 line items in-stock of obsolete
& DMS-type component products

72,000 sf. facility specifically engineered for
the proper storage, inspection, and
distribution of ESD and humidity sensitive
electronic components.



MT

SMT Corporation
Certifications & Memberships

e« AS9120:2002 CERTIFIED
e 1S0O9001:2000 CERTIFIED
* 1S0O14001:2004 CERTIFIED
e OHSAS 18001:2007 CERTIFIED
 ANSI/ESD-20.20:2007 CERTIFIED
« WBENC CERTIFIED
 IDEA MEMBER
« ERAI MEMBER
« GIDEP MEMBER

« AlA MEMBER






myr SMT 72,000 sq ft
- Facility & Property
Holdings

T
el L=y

12 Acre site
owned by
SMT—=
Purchased in
2010 for
Future
Facility
Expansion
9 Acre site owned
by SMT -
Developed in 2003



Facility Relative Humidity
Environmental Controls
and Safeguards for
Component Storage at
SMT



wéhomplete
Warehouse




SMT

Dehumidification System

Networked 60-ton “Desert Aire”
System installed in critical
component storage / handling areas
— 45% Max RH allowed year-round.



wéhomplete
Warehouse
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ST

Humidification Systems

Multiple networked units installed In
critical component handling /
Inspection areas — 25% Min RH
allowed year-round.

All humidification systems are
integrated with the associated
facility HVAC systems.



Monitored o
Humidification
Units (3 total)

= Lk



Wall Humidistat
'@ (On Network)




60,000 SF
ESD Floor
Treatments




sSmT

ESD Test Point
all Employees
must pass thru to
reach component
work areas.










www Eemironics. com

ESD PERSONAL GROUNDING TEST STATION
Footwear/Wrist Strap Test

Step on [he ooy
Plug the whal atran
ir Ml asde of the u
and HOLD the melal towchplats

waled
i ik wndd unbil the resuns

of the test are displayed
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Lab
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Lab Data

Tape/ | Lab Area
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|
T 1]
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[ Office Areas :I—L I:
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ESD treated floor area — 60,000 sq ft



Incoming
Order
Processing
Area
(10 Statlons)




Outgoing
Order
Processing

Area  EFVC
(12 Stations) ¢
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Dry Packing

(4 Stations)
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Analysis Labs
#l & 2 -

(10 Stations)




X-Ray, SEM,
EDX & AM
| ab Area

Sample
Preparation
Lab Area




MT Minimum Inspection for
Open-Market Product

 Visual Inspection - 100%

e X-Ray Inspection — 100%

 XRF Inspection — 2 / lotdc

« SEM Surface Inspection — 2 / lotdc
 RTS Inspection — 2 / lotdc

o Solderability — 2 / lotdc

e Scratch Test — 2 / lotdc

 Heated Solvent — 2 / lotdc

e Decap - Die Verification — 2 / lotdc



MT Product Inspection

SMT’'s In-House
Component Quality &
Authentication
Analysis Process
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SMT

Documented

Visual Inspection



Packaging
Inspection




Package Verification & Condition



Marking PermanEfisyatzaes)



Heated Solvent
Testing
(2 Systems)

it



VISUAL INSPECTION CHECKLIST

Manufacturer

Fart Mumber

VendorfCustamer
| POfrdar

LEADED COMPONENT VISUAL INSPECTION CHECKLIST
Y [N NA[Checkfor. ' '

T[T [cCorssian of sclder an pins
Pins have dissimilar gloss, shine, calor, or taxture
Pin surface is inconzistent wath date code

Dirty pins or leads

| | Dents in leads indicate used parts
I I l I l | Leads are tinned/Returbed BGA's
O C u e e fopsutiace
Parts appear to be resurfaced and remarked

Sur.’:al._'.e cracks
Directional scratches on top surface of part

Markings

]
|| | Partnumbers afe blury __
| | Inconsistent part marking font, color._or placement.
I Inconsistent date and lat codes in the package

Inconsistent courtry of orlgin within datellat cade

|| [Colored dots or ink marks on component top
Componant Cage
Top and boffom color inconsistent

Tool pull marks
Heat sink withess marks

Inspection

Burn marks . ]
Parts in package not all facing the same way

] | Glue or adhesive :
Circles on part bottorms are inconsistent
MICROSCOFPY/PHOTOS

Top | Bottom | Country of Origin | Anomaly Close-ups

PART MARKING PERMANENCY TEST
OK | NG | N/& | Wipe test with:
| 3 parts mineral spirits 1 part aleohol solution
Acatone

Inspected by | Signature  Date
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Mechanical Verification




COMPONENT INSPECTION ANALYSIS

Manulaclwer TH
Part Humbsér: C C53A
Date Coder 0214 Lot Coder PO214AB0MK

MANUFACTURER'S SPEC SHEET COMPARISON
Plastic Laaded Chip Carrior Patkages (PLOC)

LB (147

LT HEL]
Wi b = e M B5 (oEnec MEriEAL 5508 A
P DRTMALE e wma pre 24 LEADPLASTIC LEMET CHIP EARSIER PACHAGE
Sl | el e e | PRI T inche= VILLIVETERE
“I. YMBIL] WH | NAX | WA | WAX  KOTES
- L B i@ 0B | 43 asT
EE CEREEIE D
R a JE8E | 0EES | 1TH1 | WTES
n I D1 | G20 | 0a% | B4 | wmEs | 3
e [= aml | 03t | T B0 48
e W e IR AR RE
L] Bl | a0
-

IEE]

a. a. samntex s e
FL Y= L
RIS EE B

L

LI AT
=

0025 EAY
I
ML o M

|
i VIEN WTTR
KOTES
|, Corbairgdmanson: HGH Coovesed relimator Smarsoes o8

nd necraeyy pad
7 Dareawong pas tiermaocag per BRG T4 306 10E7
3 Cameamans 17 ned B dda nd nchucs mokd pocin sons. Slosabl
k] piobuckn B 3010 ik (0250 per dde. [vians: Ot

and 11 mdade mold miveaich ed e meawred o S e
b COREBon o e Dody parkag ke
4 Tebtwmensassd il g pare -C- | caact paal
5 Cefiledae o b desitaned whene corder i el placsic body
B e e o L el peseda

Measured Part dimensions {in mm)

Value InSpoc. (YN} | WA | Measurament

T Mumber of ping

X | Pitch

A

8]

D1

E

v [ | na | ] b

E1

SMT Carp Report 1D DO00060% Jaruery 23, 2009 Page 4 of 1t




Documented

Component
Photos



EAR IMAGE
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COMPONENT INSPECTION ANALYSIS

Manutatiurer

RESEARCH CHECKLIST

[Y|N[Checkfor: —  [initials [ Date |

Same part number currently in stock | |

w

X | Inspection report for same part number on file

X lata sheeat faund o
X ] hetalization layer image of die photo found

Documented e
Inspection

Data

S CEREERRRER
figgendenu

RAAAEEIIIAS

Logo, part number, dateflot code Country of erigin: CHINA

Report 1D 00000608 January 23, 2009 Page 2ol 1




Documented
XRF ROHS Testing



X-Ray

Fluorescence
(2 Systems)

WA 1M [Pt diecory [
o

Fir T

| tg=d

S L el == S B a0 Al B

5 - | Product No. 8 Hi-Rel Components-.1 b

TREET ZnPed 4 Pi| ) .

| Mamn vaus 449 1 % m;iri
Titnnsbvd Mas FERE e
St e &=
lezenwps| b RERE |
= q 1;'[
#art Kumher CETTRA (18]
Lamnie canins |
214 el
A
-~ i e
LR
v i
=3 ¥
t :
| 7]



& Wink T - [Product directory = Fischer]
Fie Video Product Cafbrate Evalustion XY(2}-Aoms

K R= T

Task General Helb

S| BADI | loe| @ |55

|l

=

1]? l-lﬁlL
|'-'_5| [F=]| [Falf

TEST||

| Product No. 8 Hi-Rel Components-.1

‘ Eﬂ nfa

E=§ BUMN |

Block No:1 SnPB1 (p*) Pb 1 (25)

Mean value A440.8 14 90
Standard Dey. 4210 3.h39

C.0ON [35] 955 32.45

Mo of Readings 4 4

Part Number CSe2ChbA

OrderfPO Mo,

QOperator George Zenhye

Date Code 0214
Cakbration: Standard free

Mo SnPbl [ 3937 Pb 1(%] 3.00 1000! Opera.. Dale
Block 1

1 . | BIZE20T0 1155 .
2 rg.. | G/2E201012:00:..
3 B/2E/2010 120
4 .| B2ER2010 1202 .

‘Cearoe Fer 0 Md=-0.000 E=3%8276 Y=0,6158 F=5 4803 ma=0.3 ICAF ML



COMPONENT INSPECTION ANALYSIS

& E ',‘lll ! I Manwfacturer THTERS

Pant Number: C5H 20558
Date Code: 0214 Lot Coda PO21 4 B0OME

FISCHERSCOPE XDAL XRF AMNALYSIS
NRF test results
Y N | NA | Check for:

¥kl | Leads plating is RoHS compliant

| % | | | Leads plating contains lead (Ph)
X | Results seem correct for part number and date code

Fischarscope®  ORAY XOAL
Dwte: SR20690 Tima: 12:00:43 P Oparalcr; George Zanhyw

Part Kuitiber: CSA3CE58
P Ko

Date Coda 214

Lok Coder RIILEL
Barriphe

Applicatioa: 0/ MRy Comporants- | Callbration: Standard frse

Documented

XRF-RoHS
Test Data

- - Il 16 2 [ I
AR LE AL ok
[l -3 i I
1= A=
Elemamt SnFbl Fb 1
Humber of readings [ 4
Min, reading IN6.6 ™ B.78
Max. reading 488.3 o' 16.2

Maasuring time 15

SMT Corp. Report |D: DODDDE0S Jamuary 23, 2000 Page S5of 16




Documented
Real Time X-Ray
Imaging
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Real-Time X-Ray
(2 Systems)
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Match Pin-Out to Datasheet

Pinoufts

HA-2420 (CERDIP)
HA-2425 (CERDIP, PDIP, SOIC)
TOP VIEW

OFFSET ADJ. | 3]
OFFSET ADJ. | 4|










Automated
Real-Time X-Ray for
100% Inspection of

parts on reels



r

Pl R T

Automated
Real-Time
X-Ray
(2 Systems)
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Rieference Part

ip
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YTTPrer ciiereey

y |

Real-ba-resl Speed

of View (FOV)
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Tatal

ww

Pagsad BT 100
Faled D o

Roview 0 0

Current
Pass/Fail/Review
Data

#

el

W
f

e

Reference Part

N ———

Current Part

| [set Reforence| [Load Reference| [ Stop onfst

Lokt Mama | demo

| Endies

Timer
Plivabe ¥-Ray Source ]

e

[ T e

Turm OFF %-Rlay Source |

-m Voltage Control
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Documented
X-Ray
Inspection
Data

COMPONENT INSPECTION ANALYSIS
Manufaciurer
Part Numb =5
Date Code 4 e PO21 4A0MK

REAL-TIME X-RAY (continued)

Bondout imateh up (when melallization image is available)

/
=
~—
\\

\

k|

"I“'_'-T-“g'-iig'-’iii-u

-. == i | T

.nu..q

m: f;{F,
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Documented

Solderability
Testing



Automated
Solderability

Wetting Curve —rrm

)
s “"““\1.,‘ Minimum amount of

force required to pass
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Globule Test—»r' ﬁ




<. Results Chart
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COMPONENT INSPECTION ANALYSIS

Manufaciurer, INTERSIL
Part Number CEBZC558
Date Code: 0214 Lot Code: BEO214ROMY

SOLDERABILITY TEST

Parameter | Test se-tup_
X | Leaded solder

25 mg | Ball size

PLCC44 | Program
Y | N | NIA | Test result

x Pazs
X Report attached
Blumt 10 Forcs O hard Tenf Dadn: Fri Jan 23 14:00-25 2009
Teat Cataite
Essmyriasanyr] PLEC
Tusl pararmsstar Nlenere : Fohule Faramsiters. vty Tl priimrwba Ine 3

Taxmi Limite and O orscditicnn

Fi =025 b ) 200w Fx =3 mH @ 500 e

T ol Tima 291 Fmac =i0dm
Immernicn Spsed = 4.0 mm= irmmanicn Deps = &40 mm
Tk Tima mEe Pras-rsst Tims LT3

T ogl TEmgsiets = X360 5C

P n Puine Roain
[EE ]
Gmiodey  Amwis ™ T ] P Iy S
L [T e pEb M D 0
L L] Mt [rer—— [rrr— arn e [T TR ——
Forcei{mb)
0.5
— _r"'_‘__‘_""'._\-n-
o.F
0.5 —— PLCCE40001 Lo I
e S a a D.S-
oA H
-0 I'II
0.3
-0.5
-0.7
o 1 2 3 2 5
Timse{s]
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" Documented

Aclid-Etch
Decapsulation &
Die Verification




smr

Acid-Etch
Decapsulation
(4 Systems)
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COMPONENT INSPECTION ANALYSIS

Documented
Die
Inspection
Data

DISCLAIMER: SMT Corp. performs analysis work as a technical service to
its customers and extends every effort to report reliable data and an
accurate interpretation thereof. However, SMT Corp. agrees only to apply
its best professional effort to any work performed. NO WARRANTY IS
EXPRESSED OR IMPLIED REGARDING RESULTS OBTAINED.
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Scanning Electron
Microscope
(2 Systems)

”'j_- - Exemplar
= Device
' Side

B8 88 | Overspray
__—" Visible

Suspect
Dewce

. . . . ‘ Side




MT Energy
Dispersive
X-Ray
(2 Systems)

R e
{y ETAR
—*-'
o

: sm'r Spectrum Analysns of
i 5 the Suspect Device
e _ Top Surface Area
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Corporation

Acoustic
Microscopy
(1 System)
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A copy of the
“Certificate of Analysis”
document Is shipped with
order to verify guality and
authentication inspection
has taken place









Tom Sharpe
VP - SMT Corporation
tsharpe@smtcorp.com
203-270-4705 - DD
203-994-9772 - Moblle



